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A Multi-Objective Optimization Method in the Frequency Domain for
SAR Image Adversarial Sample Generation
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Abstract: Deep learning-based synthetic aperture radar (SAR) target recognition methods are widely used in military
reconnaissance and disaster monitoring. However, deep neural networks (DNNs) are vulnerable to adversarial attacks,
which compromise the reliability of model decisions. Existing black-box adversarial attack methods for SAR images face
challenges such as high-dimensional parameter design and perceptible perturbations. To address these issues, a frequency-
domain multi-objective optimization-based adversarial attack method is proposed. By transforming SAR images from the
spatial domain to the frequency domain via 2D Discrete Fourier Transform, the method reduces perturbation design com-
plexity and modifies a single frequency component to generate texture-like perturbations in the spatial domain. A hypervol-
ume metric-guided multi-objective evolutionary algorithm is integrated to balance attack performance and visual stealthi-
ness. Experimental results demonstrate that, for the T62 category, the adversarial samples generated by our method achieve
misclassification confidence rates of more than 90.39%, 71.43%, 44.28% on VGG16, AConvNet, and YOLO series models,
respectively. Additionally, the similarity between adversarial and original images exceeds 99% across all cases, providing
effective technical support for security and robustness evaluation of SAR imaging systems.
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